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		Proposal for amendments to UN Regulation No. 155 (Cyber security)
The text reproduced below was prepared by the expert from France. It proposes to clarify the scope of UN Regulation No. 155 to exclude certain equipment installed on the vehicle, such as machinery or tools, that do not contribute to the operation of the vehicle on the road, and cannot be operated while the vehicle is moving. 

	I.		Proposal
		
			Insert new paragraph 8.2., to read:
		"8.2. The installation by a vehicle manufacturer of equipment containing electrical and/or electronic components to an approved vehicle type shall not invalidate the vehicle approvalrequire further assessment according to paragraph 7, provided that all of the following criteria are metjustified to the satisfaction of the Approval Authority, either:


a) The equipment does not present any intrinsic cyber security riskuse of the equipment is restricted by technical means to immobilized vehicles; and
b) The installation of the equipment does not introduce a cyber security risk as it is installed and connected to the vehicle type:
i. According to the specifications of the manufacturer of the vehicle type;
ai. According to the specifications of the manufacturer of the equipment; and
bi. Exclusively Vvia an interface that is part of the vehicle type and designed for this purpose.
c) The equipment complies with applicable regional and national cyber security requirements."
Or

d) The equipment is standard domestic, business or industrial equipment (i.e. equipment not specifically designed for fitment to vehicles); 
e) The equipment is only connected to the vehicle in order to receive power (i.e. there is no data connection between the vehicle and the equipment) and installed according to the specification of its manufacturer;
f) The equipment is not modified (including any connectors);
g) The equipment complies with applicable regional and national cyber security requirements.
h) The there is no increased cyber security risk from the use of the equipment in an automotive application.
	
	II.	Justification
1. During previous meetings of the GRVA workshop on cybersecurity and software updates, experts discussed criteria to determine whether transformations made by a manufacturer to a given vehicle, originally approved to UN Regulation No. 155, affect the compliance of the vehicle with the requirements of the Regulation.
2. During these discussions, the experts considered several types of transformations, including the addition, modification or removal of electronic or electric components, and the connection between any added electronic or electric component and the original vehicle type (i.e., the electronic architecture of the original vehicle). 
3. Several experts agreed that components added to the original vehicle type according to all installation instructions from the manufacturer of the original vehicle type, and which cannot be operated during the circulation of the vehicle, should not invalidate the approval to UN Regulation No. 155 of the original vehicle.
4. Several experts thus agreed that such components, e.g., equipment or tools that are only used when the vehicle is stopped and that are connected to the original vehicle via a dedicated interface that was already considered during the approval of the original vehicle type, should comply with relevant regional and national non-road requirements on cybersecurity.
5. The expert from France believes that considering non-road equipment from the perspective of non-road cybersecurity regulations rather than UN Regulation No. 155 is in line with current practice in other UN Regulations, such as UN Regulation No. 10 on electro-magnetic compatibility.
6. The expert from France therefore suggests to amend the text of UN Regulation No. 155 to set clear criteria for manufacturers of transformed vehicles to determine when a given transformed vehicle needs or needs not undergo a more detailed cybersecurity review according to the processes for transformed vehicles currently being discussed by the GRVA workshop on cybersecurity and software updates.
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